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Abstract—Spectre attacks exploit side effects of speculative exe-
cution in modern processors. Unlike other transient execution
attacks, such as Meltdown, which could be permanently patched,
Spectre variants continue to affect most CPUs manufactured
today. In response, the research community and processor
vendors proposed a plethora of countermeasures and detection
tools, some of which have been integrated into commercial
hardware or in critical pieces of software.

There are multiple surveys that attempt to study Spectre
countermeasures with varying levels of rigor and focusing
on different aspects. Our study will focus on hardware-based
Spectre countermeasures, which have been shown to generally
offer much better performance than software-based approaches.
Despite their numbers, no framework exists that allows for
a meaningful comparison between these countermeasures. In
this poster, we propose building a framework that uses a
graph-based visualization strategy to compare the enforcement
mechanisms and security guarantees of these countermeasures.
Together with other evaluation data, such as hardware cost,
our goal is to offer an objective and comprehensive comparison
method for hardware-based Spectre countermeasures.

1. Introduction

The discovery of Spectre attacks [12] sparked a new
research direction and forced processor manufacturers to
deploy mitigations. These attacks exploit the speculative
behavior of modern processors, such as branch prediction
and memory disambiguation. When these mechanisms incur
a misprediction, causing the execution of an incorrect control
or data flow, secret data might be accessed incorrectly. If
the incorrectly executed (transient) instructions encode the
secret data in the microarchitectural state (e.g., through a
secret-dependent memory address affecting the cache state),
this can be recovered later, even after the architectural state
has been rolled back upon detecting the misprediction. As
the vulnerabilities result from the intended behavior of the
optimizations, mitigation is not straightforward. Software
mitigations often incur high overheads and offer incomplete
security, directing interest toward hardware-based defenses.
On commercial CPUs, features such as IBPB, (e)IBRS,
and SSBD were introduced to flush microarchitectural state or
disable optimizations that cause vulnerabilities. In academia,

many proposals aim to eliminate secret leakage by changing
the hardware or using a hardware-software co-design, where
the software still determines the protection scope.

To keep track of all relevant research and assess trade-
offs, survey and SoK papers are invaluable. While many
studies summarize or classify transient execution attacks and
defenses, they all suffer from shortcomings or are insuffi-
cient for comparing hardware-based countermeasures. Most
studies are outdated [2], [13] and do not cover more recent
attacks, such as those targeting predictors in modern Apple
processors [4], [10], [11]. Another aspect, often overlooked
by defenses, is the origin of the secret data (whether the target
application can access it architecturally), which Guarnieri
et al. [7] refer to as the sandboxing or constant-time model.
While one study analyzes this distinction in detail [3], this
work considers only software-based mitigations. The only
study that focuses on hardware-based countermeasures [9]
does not offer a detailed security analysis. The lack of
established frameworks for the comparison of security prop-
erties leads to claims that are overly broad or have the
potential to become outdated (“defends against all Spectre
variants”) or are used ambiguously in different works (“all
Spectre-v1 attacks”). Moreover, to the best of our knowledge,
no current systematization includes techniques used for
automatic validation of transient execution security.

In our work, we aim to address this gap with a frame-
work centered around a (visual) graph-based model of all
speculation-based attacks. Our framework will consist of a
well-defined graph that models different stages of Spectre
attacks. We can then map countermeasures to the graph, iden-
tifying how different strategies aim to stop different stages
of the attack, similar to the representation of Szekeres et
al. [14] for memory safety. To complete our comparison, we
will collect additional metrics, such as the extent of required
software changes, performance impact, and hardware cost.

2. The Spectre attack graph

Our systematization framework is centered on a graph
representation of speculative execution attacks, including
each possible step of the attack flow, e.g., preparation of
the microarchitectural state, triggering transient execution,
and exfiltrating secret data. In this graph, each path from the
start of the execution to the leakage of a secret constitutes a
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Figure 1. Simplified structure of the systematization framework. Magnifying
indicates possible instances of a given state.

Spectre attack variant. This is similar to the representation
used for memory safety attacks by Szekeres et al. [14],
and also Spectre attacks in earlier works [2], [8]. However,
our model differs from prior work in some significant
aspects. First, we cover new types of speculative execution
attacks that were not known at the time of prior analyses,
such as load address and load value prediction [10], [11]
and data-dependent prefetching [4]. Second, we make a
distinction between the sandboxing and the constant-time
leakage model [7], differentiating based on the source of the
leaked data, which many proposed defenses in the past did not
take into account. Once our graph is constructed (a draft of
which is shown in Figure 1), we will continue by mapping the
defenses onto the attack stages. Specifically, we note which
attack stage is stopped by each proposed hardware-based
defense. Using the graph-based model, this mapping offers a
powerful overview of the protection scope, revealing possible
attack flows that are not covered by the given defense. We
believe that our framework can effectively pinpoint blind
spots of current defenses and enable a meaningful comparison
between the security guarantees of different approaches.
Combined with the analysis in Section 3, our framework can
guide the development of future countermeasures, extending
the protection scope of current proposals.

3. Additional analysis

Other metrics. While the graph serves as a tool to qual-
itatively compare the security guarantees of Spectre coun-
termeasures, we also plan to collect other metrics that can
determine the feasibility of an extension. Concretely, we
will quantify the necessary software changes to support
the hardware-based countermeasure, its performance impact,
and its implementation details, such as complexity and

incurred hardware cost. We anticipate a wide variety of
these factors, as countermeasures are implemented on several
platforms, such as the gem5 simulator [5], the BOOM [15],
NaxRiscv [1], and Proteus [6] processor designs.

Tools. Similar to defense strategies, there are research tools
to automatically detect the presence or absence of Spectre
attacks on hardware designs. By also mapping these tools
onto the graph, we would be able to determine which tools
can be used to validate the security guarantees of different
defenses, by checking whether a tool covers all the attacks
that the mapping shows to be stopped by the defense.
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An incomplete historical overview

Future directions

Graph-based analysis

Additional comparative metrics

● Integrating Spectre detection tools into the classification
○ Hardware fuzzing
○ Verification-based approaches

● Designing a unified defense
○ Cutting all possible paths in the graph

● Performance impact
● Required software changes
● Implementation platform

○ Academic - commercial
○ Simulator - hardware design
○ Hardware cost (if available)

Classification of memory safety issues and mitigations (Szekeres et 
al., S&P’13):

Takeaway: no current systematization of 
hardware-based defenses for security comparison

Similar approach: 

● Stages of a Spectre attack
○ Secret access – sandboxing/constant-time (Guarnieri et al., 

S&P’21)
○ Recent primitives: novel Apple predictors

● Mapping of defenses
○ Impacted (stopped) attack stage

2018: Spectre published

SystematizationsHardware-based
defenses

2018: IBRS, IBPB

2018: SSBD

2019: OISA

2019: STT

2020: ConTExT

2023: ProSpeCT

2019: Canella et al.
Attacks and defenses

2021: Hu et al.
Hardware-based defenses 
(limited comparison)

2019: NDA

2018: InvisiSpec

2021: He et al.
Models for attacks and 
defenses

2022: Cauligi et al.
Formal models for 
software-based defenses

2021: SPT

Defense Y
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🚫

Our goal:

● Enable precise reasoning about security
● Compare coverage of existing defenses
● Identify gaps in current mechanisms

Defense X🚫


